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Introduction
Your h om e com puter is a popular target  

for in truders. Wh y? Because in truders wan t 

wh at you’ve stored th ere. Th ey look for 

credit  card  n um bers, ban k accoun t 

in form ation , an d an yth in g else th ey can  

fi n d. By stealin g th at  in form ation , in truders 

can  use your m on ey to buy th em selves goods 

an d services.

But it’s n ot just  m on ey-related 

in form ation  th ey’re after. In truders 

also wan t your com puter’s resources, 

m ean in g your h ard  disk space, your 

fast  processor, an d your In tern et  

con n ection . Th ey use th ese resources 

to at tack oth er com puters on  th e 

In tern et . In  fact , th e m ore com puters 

an  in truder uses, th e h arder it  is 

for law en forcem en t to fi gure ou t 

wh ere th e at tack is really com in g 

from . If in truders can ’t  be foun d, 

th ey can ’t  be stopped, an d th ey can ’t  

be prosecuted.

Wh y are in truders payin g atten tion  

to h om e com puters? Hom e 

com puters are typically n ot very 

secure an d are easy to break in to. 

Wh en  com bin ed with  h igh -speed 

In tern et  con n ection s th at  are always 

tu rn ed on , in truders can  quickly fi n d an d th en  attack h om e com puters. 

Wh ile in truders also at tack h om e com puters con n ected to th e In tern et  

th rough  dial-in  con n ection s, h igh -speed con n ection s (cable m odem s 

an d DSL m odem s) are a favorite target .

No m atter h ow a h om e com puter is con n ected to th e In tern et , 

in truders’ at tacks are often  successfu l. Man y h om e com puter own ers 

don ’t  realize th at  th ey n eed to pay atten tion  to com puter security. In  

th e sam e way th at  you  are respon sible for h avin g in suran ce wh en  you  
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drive a car, you  n eed to also be respon sible for your h om e com puter’s 

security. Th is pam ph let  explain s h ow som e parts of th e In tern et  work 

an d th en  describes tasks you  can  do to im prove th e security of your 

h om e com puter system . Th e goal is to keep in truders an d th eir program s 

off your com puter.

How do in truders break in to your com puter? In  som e cases, th ey sen d 

you  em ail with  a virus. Readin g th at  em ail activates th e virus, creatin g 

an  open in g th at  in truders use to en ter or access your com puter. In  

oth er cases, th ey take advan tage of a fl aw or weakn ess in  on e of your 

com puter’s program s – a vu ln erability – to gain  access.

On ce th ey’re on  your com puter, th ey often  in stall n ew program s th at  

let  th em  con tin ue to use your com puter – even  after you  p lug th e 

h oles th ey used to get  on to your com puter in  th e fi rst  p lace. Th ese 

“backdoors” are usually cleverly disguised so th at  th ey blen d in  with  th e 

oth er program s run n in g on  your com puter.

Th e n ext section  of th is pam ph let  d iscusses con cepts you  n eed to kn ow, 

especially trust . Th e m ain  part  of th e pam ph let  explain s th e specifi c 

issues th at  n eed your at ten tion . Most section s con clude with  a referen ce 

to a web site th at  you  can  use to fi n d exam ples of h ow to do som e of 

th ese tasks to secure a Microsoft  Win dows 2000-based com puter. Near 

th e en d of th e pam ph let , th ere is a referen ce to a web site th at  con tain s 

ch ecklists you  can  use to record in form ation  about th e steps you  h ave 

taken  to secure your com puter. 

Wh eth er your com puter run s Microsoft® Win dows®, Apple’s Mac OS, 

LINUX, or som eth in g else, th e issues are th e sam e an d will rem ain  so as 

n ew version s of your system  are released. Th e key is to un derstan d th e 

security-related problem s th at  you  n eed to th in k about an d solve.
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Thinking About Securing Your Home Computer
Before divin g in to th e tasks you  n eed to 

do to secure your h om e com puter, let’s fi rst  

th in k about th e problem  by relat in g it  to 

som eth in g you  already kn ow h ow to do. In  

th is way, you  can  apply your experien ce to 

th is n ew area.

So, th in k of your com puter as you  would your h ouse, your apartm en t, 

or your con do. Wh at do you  kn ow about h ow th at  livin g space works, 

wh at do you  routin ely do to keep it  secure, an d wh at h ave you  in stalled  

to im prove its security? (We’ll use th is “com puter-is-like-a-h ouse-an d-

th e-th in gs-in -it” an alogy th rough out, depart in g on ly a few tim es to 

m ake a poin t .)

For exam ple, you  kn ow th at  if you  h ave a loud con versation , folks 

ou tside your space can  probably h ear you . You also rou tin ely lock th e 

doors an d close th e win dows wh en  you  leave, an d you  don ’t  give th e 

keys to just  an yon e. Som e of you  m ay in stall a security system  to 

com plem en t your practices. All of th ese are part  of livin g in  your h om e.

Let’s n ow apply sim ilar th in kin g to your h om e com puter. Em ail, 

in stan t  m essagin g, an d m ost web traffi c go across th e In tern et  in  th e 

clear; th at  is, an yon e wh o can  capture th at  in form ation  can  read it . 

Th ese are th in gs you  ough t to kn ow. You sh ould  always select  an d 

use stron g passwords an d exercise due care wh en  readin g all em ail, 

especially th e un solicited  variety. Th ese are th in gs you  ough t to do. 

Fin ally, you  can  add a fi rewall, an  an ti-virus program , patch es, an d fi le 

en cryption  to im prove th e level of security on  your h om e com puter, an d 

we’ll call th ese th in gs you  ough t to in stall.

Th e rest  of th is pam ph let  describes th e th in gs you  ough t to kn ow, do, 

an d in stall to im prove th e security of your h om e com puter.
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Things You Ought To Know
On e start in g poin t  for solvin g h om e 

com puter security problem s is bein g aware 

of h ow th e In tern et  an d som e of its 

tech n ologies work. If you  kn ow h ow th ey 

work, you  can  evaluate solu tion s to th e 

problem s th at  com e up. You can  also use 

th e In tern et  m ore safely an d respon sibly. In  

th is section , we’ll talk about two topics: trust  

an d in form ation  in  th e clear as it  crosses th e 

In tern et .

Trust

Hum an  bein gs are trustin g by n ature. We trust  m uch  of wh at we h ear 

on  th e radio, see on  television , an d read in  th e n ewspaper. We trust  th e 

labels on  packages. We trust  th e m ail we receive. We trust  our paren ts, 

our partn er or spouse, an d our ch ildren . We trust  our co-workers. In  fact , 

th ose wh o don ’t  trust  m uch  are th ough t to be cyn ical. Th eir opin ion s 

m ay be all too qu ickly ign ored or d ism issed.

Th e In tern et  was bu ilt  on  trust .1 Back 

in  th e m id 1960s, com puters were 

very expen sive an d slow by today’s 

stan dards, bu t  st ill qu ite usefu l. To sh are 

th e expen sive an d scarce com puters 

in stalled  aroun d th e coun try, th e U.S. 

govern m en t fun ded a research  project  

to con n ect th ese com puters togeth er so 

th at  oth er research ers could  use th em  

rem otely. Th is project  was called  th e 

ARPAn et, n am ed after th e govern m en t 

research  agen cy – ARPA, th e Advan ced 

Research  Projects Agen cy – th at  fun ded 

an d m an aged th e project .

Key to th e ARPAn et was th e level of 

trust  p laced in  its users; th ere was lit t le th ough t given  to m alicious 

activity. Com puters com m un icated usin g a straigh tforward sch em e th at  

relied  on  everybody playin g by th e ru les. Th e idea was to m ake sh arin g 
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ideas an d resources easy an d as effi cien t  as th e tech n ology of th e 

day provided. Th is ph ilosoph y of trust  colors m an y of th e practices, 

procedures, an d tech n ologies th at  are st ill in  p lace today.

On ly with in  th e last  few years, wh en  In tern et  com m erce (kn own  

as e-com m erce) began  to spread, it  h as becom e in adequate to rely 

prin cipally on  trust . Sin ce th e days of th e ARPAn et, we’ve ch an ged 

th e way we use com puter n etworks wh ile oth ers h ave ch an ged th e 

un derlyin g tech n ologies, all in  an  attem pt to im prove th e security of th e 

In tern et  an d th e trust  we p lace on  it .

Let’s d ig deeper in to two exam ples of wh at we trust  in  our daily lives. 

Wh en  you  receive m ail th rough  th e post  offi ce, m an y en velopes an d th e 

let ters in  th em  con tain  th e sen der’s address. Have you  ever won dered 

if th ose addresses were valid ; th at  is, do th ey m atch  th e address of th e 

person  or person s wh o really sen t th em ? Wh ile you  could  ch eck to see 

th at  th ose addresses are valid  an d refer to th e person  th ey n am e, it’s 

n ot an  easy task.

How would you  go about it? Would you  call th e ph on e n um ber 

provided with  th e let ter? Th at n um ber could  also be in valid , an d 

th e person  th at  an swers th e ph on e could  be as m isleadin g as th e 

origin al address. Perh aps you  could  call d irectory assistan ce or th e police 

departm en t th at  h as ju risdiction  over th e town  wh ere th e let ter was 

supposedly from . Th ey m igh t be h elpfu l, bu t  th at  is likely to take lots of 

t im e. Most people wouldn ’t  both er.

An d it’s n ot just  return  addresses eith er. How about advertisem en ts, 

n ews stories, or th e in form ation  prin ted on  groceries? Suppose you  were 

on  a low-fat  d iet . You’d wan t to buy foods low in  fat . To select  th e righ t 

foods, you’d read th e product label at  th e grocery store. How do you  

kn ow th at  th e label in form ation  is valid? Wh at’s to say it’s n ot forged? 

An d h ow would you  kn ow?

Th e In tern et  h as m an y of th e sam e issues, an d em ail is on e of th e best  

exam ples. In  an  em ail m essage, an  in truder can  easily fabricate wh ere th e 

cam e from . But th is in form ation  forgin g – called  spoofi n g by in truders 

an d security profession als – is n ot lim ited to just  em ail. In  fact , th e basic 

un it  of in form ation  tran sferred on  th e In tern et  – called  a packet – can  

also be easily forged or spoofed.

Wh at does th is m ean  an d wh y sh ould  you  care? It  m ean s th at  an y 

in form ation  you  receive from  som e oth er com puter on  th e In tern et  

sh ould  n ot be trusted au tom atically an d un con dit ion ally. Wh en  you  

trust  an  em ail m essage th at  tu rn s ou t to h ave a h arm ful virus at tach ed 
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to it , your com puter can  be in fected, your fi les destroyed, an d your work 

lost . An d th at’s wh y you  sh ould  care.

Th is is h ow th e In tern et  works. It  was bu ilt  on  trust . Over t im e, th ere 

h ave been  tech n ological ch an ges th at  are worth y of a h igh er level of our 

trust  th an  before. Non eth eless, a true sen se of in security is better th an  

a false sen se of security. So, th in k about th e in form ation  you  trust . Be 

crit ical an d cau tious.

Informat ion in the Clear

Wh en  you  h ave a con versation  with  som eon e in  your livin g space, 

everybody with in  earsh ot can  h ear th e words an d probably un derstan d 

th em . If your con versation  is especially loud an d your win dows open , 

even  passersby can  h ear. If you  wan t privacy, you  an d your con versation  

partn er n eed to go to an oth er room  an d close th e doors an d win dows.

Th e In tern et  works m uch  th e sam e way, except th e room  is m uch , 

m uch  bigger. Wh en  you  sen d em ail, browse a web site, or ch at  on lin e 

with  som eon e, th e con versation  between  you  an d th at  person  does n ot 

go directly from  your com puter to h is or h er com puter. In stead, it  goes 

from  your com puter to an oth er com puter to st ill an oth er com puter an d 

so on , even tually reach in g h is or h er com puter. Th in k of all of th ese 

com puters as an  In tern et  “room .”

An yon e, or, m ore accurately, an y program , in  th at  In tern et  room  

th at  can  h ear th at  con versation  can  also probably un derstan d it . Wh y? 

Because just  like th e con versation  at  h om e, m ost In tern et  con versation s 

are in  th e clear, m ean in g th at  th e in form ation  exch an ged between  

com puter system s is n ot con cealed or 

h idden  in  an y way.

Again , th is is h ow th e In tern et  works. 

You n eed to kn ow th at  th e in form ation  

sen t across th e In tern et  m ay be at  risk of 

oth ers listen in g in , capturin g wh at you  

sen d, an d usin g it  for th eir own  ben efi t .

Later in  th is pam ph let , we’ll talk about 

en cryption  as a way to address th is 

problem . En cryption  uses m ath em atics 

to con ceal in form ation . Th ere are m an y 

program s you  can  in stall to en crypt 

th e in form ation  you  sen d across th e 

In tern et .
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What Should I Do To Secure My Home Computer?
Securin g your h om e com puter is n ot a trivial 

task. Th ere are m an y topics to con sider an d 

m an y steps to follow. Th ey take t im e to 

learn  an d do. If you  can , read th is en tire 

pam ph let  before you  begin  to secure your 

com puter. You’ll h ave a better un derstan din g 

of th e effort  an d all its facets. Th is ough t to 

h elp  you  wh en  you  begin  to tackle th e tasks 

described h ere.

In  th e followin g section s we describe two types of activit ies. Som e 

you  can  do usin g th e program s th at  cam e with  your com puter: workin g 

with  passwords an d em ail at tach m en ts, run n in g program s, an d backin g 

up your work. For oth er activit ies, you  m igh t n eed to obtain  som e 

specialized program s: applyin g patch es, an d run n in g an ti-virus, fi rewall, 

an d fi le en cryption  program s. Th ough  som e ven dors’ products provide 

th ese features, we’ll assum e your com puter doesn ’t  h ave an y of th em  so 

you’ll n eed to add all of th em .

Here th en  is th e list  of tasks you  n eed to do to secure your h om e 

com puter. Th eir order is based on  h ow in truders at tack com puters, 

begin n in g with  th e m ost-often  used attack m eth ods. By start in g with  

th e lower n um bered tasks, you  address th e biggest  problem s you  face in  

securin g your h om e com puter. Rem em ber th at  m ost section s en d with  a 

referen ce to a web site th at  you  can  use to fi n d an  exam ple of h ow to do 

th e task on  a Microsoft  Win dows 2000 com puter. 

Task 1 - Install and Use Ant i-Virus Programs

If som eon e ran g your doorbell an d wan ted to com e in to your livin g 

space to sell you  som eth in g or to use your teleph on e, you’d n eed to 

m ake a decision  wh eth er or n ot to let  th em  in . If th ey were a n eigh bor or 

som eon e you  kn ew, you’d probably let  th em  in . If you  didn ’t  kn ow th em  

but believed th eir story an d foun d th em  to be oth erwise acceptable, say 

th ey were n eat  an d clean  an d n ot th reaten in g, you’d probably also let  

th em  in , bu t  you’d watch  th em  closely wh ile th ey were in  your space.

Wh at are you  doin g h ere? You are profi lin g th is person  an d th en  

decidin g wh at to do based on  th at  profi le. It’s your respon sibility to 

be con cern ed about wh o en ters your livin g space. Furth er, if you  h ave 
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ch ildren , you’ve probably also taugh t th em  h ow to deal with  stran gers 

wh o com e to your door.

An ti-virus program s work m uch  th e sam e way. Th ese program s look 

at  th e con ten ts of each  fi le, search in g for specifi c pattern s th at  m atch  a 

profi le – called  a virus sign ature – of som eth in g kn own  to be h arm ful. 

For each  fi le th at  m atch es a sign ature, th e an ti-virus program  typically 

provides several option s on  h ow to respon d, such  as rem ovin g th e 

offen din g pattern s or destroyin g th e fi le.

To un derstan d h ow an ti-virus program s work, th in k about scam  

art ists – people wh o visit  your h om e to try to get  you  to buy a ph on y 

product or service, or to let  th em  in . On ce in side, th ey m ay try to steal 

your valuables or try to h arm  you  in  som e way.

Th ere are a variety of ways you  m igh t fi n d out about a specifi c scam  

art ist  lu rkin g in  your n eigh borh ood. Perh aps you  see a television  report  

or read a n ewspaper art icle about th em . Th ey m igh t in clude p ictures an d 

excerpts of th e story th e scam  art ist  uses to scam  th eir vict im s. Th e n ews 

report  gives you  a profi le of som eon e you  n eed to be on  th e lookout for. 

You watch  for th at  person  un til eith er th e story fades away or you  h ear 

th at  th ey’ve been  caugh t.

An ti-virus program s work m uch  th e sam e way. Wh en  th e an ti-virus 

program  ven dors learn  about a n ew virus, th ey provide an  updated set  of 

virus sign atures th at  in clude th at  n ew on e. Th rough  features provided by 

th e updated an ti-virus program , your h om e com puter also au tom atically 

learn s of th is n ew virus an d begin s ch eckin g each  fi le for it , alon g with  

ch eckin g for all th e older viruses. However, un like scam  art ists, viruses 

n ever com pletely fade away. Th eir sign atures rem ain  part  of th e m aster 

version  of all virus sign atures.

Suppose a scam  art ist  was at  your fron t door. Wh at would you  do? 

Perh aps you’d n ot en courage th em  to com e in  n or buy th eir product bu t, 

at  th e sam e t im e, you’d try n ot to upset  th em . You’d politely listen  to 

th eir story an d th en  sen d th em  on  th eir way. After you  closed th e door, 

you  m ay call th e police or th e teleph on e n um ber given  in  th e report  th at  

in it ially brough t th em  to your at ten tion .

With  viruses, you  often  h ave th e ch an ce to react  to th em  wh en  th ey’ve 

been  discovered on  your h om e com puter. Depen din g upon  th e specifi c 

ch aracterist ics of th e virus, you  m igh t be able to clean  th e in fected fi le. 

Or you  m igh t be forced to destroy th e fi le an d load a n ew copy from  your 

backups or origin al d istribu tion  m edia. Your option s depen d upon  your 

ch oice of an ti-virus program  an d th e virus th at’s been  detected.
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In  your livin g space, you  look at  th ose wh o com e to your door an d 

you  look at  wh at you  receive in  th e m ail. Th ese are two of th e ways th at  

item s can  get  in to your livin g space, so you  exam in e th em , som etim es 

closely, som etim es n ot.

Viruses can  reach  your com puter in  m an y ways, th rough  fl oppy disks, 

CD-ROMs, em ail, web sites, an d down loaded fi les. All n eed to be ch ecked 

for viruses each  t im e you  use th em . In  oth er words, wh en  you  in sert  a 

fl oppy disk in to th e drive, ch eck it  for viruses. Wh en  you  receive em ail, 

ch eck it  for viruses (rem em ber to use th e KRESV tests described in  Task 

3, Use Care W hen Reading Em ail with Attachm ents). Wh en  you  down load a 

fi le from  th e In tern et , ch eck it  for viruses before usin g it . Your an ti-virus 

program  m ay let  you  specify all of th ese as p laces to ch eck for viruses 

each  t im e you  operate on  th em . Your an ti-virus program  m ay also do 

th is au tom atically. All you  n eed to do is to open  or run  th e fi le to cause 

it  to be ch ecked.

Just  as you  walk aroun d your livin g space to see if everyth in g is OK, you  

also n eed to “walk” aroun d your h om e com puter to see if th ere are an y 

viruses lu rkin g about. Most an ti-virus program s let  you  sch edule periodic 

exam s of all fi les on  your h om e com puter on  a regular basis, daily for 

exam ple. If you  leave your com puter tu rn ed on  over n igh t, th in k about 

sch edulin g a fu ll-system  review durin g th at  t im e.
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Som e an ti-virus program s h ave m ore advan ced features th at  exten d 

th eir recogn it ion  capabilit ies beyon d virus sign atures. Som etim es a fi le 

won ’t  m atch  an y of th e kn own  sign atures, bu t  it  m ay h ave som e of 

th e ch aracterist ics of a virus. Th is is com parable to gett in g th at  “th ere’s 

som eth in g n ot qu ite righ t h ere, so I’m  n ot goin g to let  th em  in ” feelin g 

as you  greet  som eon e at  your door. Th ese h eurist ic tests, as th ey’re called , 

h elp  you  to keep up with  n ew viruses th at  aren ’t  yet  defi n ed in  your 

list  of virus sign atures.

An  an ti-virus program  is frequen tly an  add-on  to your h om e com puter, 

th ough  your n ewly purch ased com puter m igh t in clude a trial version . At 

som e poin t , say after 60 days, you  m ust purch ase it  to con tin ue usin g it . 

To decide wh eth er to m ake th at  purch ase or to look elsewh ere, use th ese 

steps for evaluatin g an ti-virus program s:

1. Th e Demand test: Can  you  ch eck a fi le on  dem an d, for 

exam ple, wh en  you  wan t to sen d an  attach m en t as part  of th e 

KRESV tests? 

2. Th e Update test: Can  you  update th e virus sign atures 

au tom atically? Daily is best .

3. Th e Respond test: Wh at are all th e ways th at  you  can  respon d 

to an  in fected fi le? Can  th e virus ch ecker clean  a fi le?

4. Th e Check test: Can  you  ch eck every fi le th at  gets to your 

h om e com puter, n o m atter h ow it  gets th ere, an d can  th ose 

ch ecks be au tom ated?

5. Th e Heuristics test: Does th e virus ch ecker do h eurist ics tests? 

How are th ese defi n ed?

Th ese tests – th e DURCH tests – h elp  you  com pare an ti-virus program s. 

On ce you’ve m ade your selection , in stall it  an d use all of its capabilit ies 

all of th e t im e.

In truders are th e m ost successfu l in  at tackin g all com puters – n ot just  

h om e com puters – wh en  th ey use viruses an d worm s. In stallin g an  an ti-

virus program  an d keepin g it  up  to date is am on g th e best  defen ses for 

your h om e com puter. If your fi n an cial resources are lim ited, th ey are 

better spen t purch asin g a com m ercial an ti-virus program  th an  an yth in g 

else.

To see an  exam ple th at  sh ows h ow to operate a virus ch ecker, see 

h ttp :/ /www.fedcirc.gov/h om eusers/Hom eCom puterSecurity/exam ples.h tm l.



11

Task 2 - Keep Your System Patched

If on e of your applian ces broke, you’d probably try to h ave it  repaired. 

You’d call a repairperson  wh om  you h ope could  do th e job. You’d get  an  

est im ate an d th en  you’d eith er get  it  fi xed or replace it . Your goal is to 

som eh ow restore th e fun ction s th at  th e applian ce provides.

Wh at do you  do wh en  a software “applian ce” – a program  – or th e 

operatin g system  itself breaks? How do you  restore th e fun ction s th at  

th ey provide? Do you  kn ow wh om  to call or even  wh ere to look to 

determ in e wh at to do n ext?

Most ven dors provide patch es th at  are supposed to fi x bugs in  th eir 

products. Frequen tly th ese patch es do wh at th ey’re supposed to do. 

However, som etim es a patch  fi xes on e problem  but causes an oth er. For 

exam ple, d id  you  ever h ave a repairperson  fi x an  applian ce bu t in  th e 

process, th ey scratch ed th e fl oor or dam aged a coun tertop  durin g th eir 

visit? For a com puter, th e repair cycle m igh t h ave to be repeated un til a 

patch  com pletely fi xes a problem .

Ven dors often  provide free patch es on  th eir web sites. Wh en  you  

purch ase program s, it’s a good idea to see if an d h ow th e ven dor supplies 

patch es, an d if an d h ow th ey provide a way to ask question s about th eir 

products. Just  as applian ce ven dors often  sell exten ded warran ties for 

th eir products, som e software ven dors m ay also sell support  for th eirs.

Have you  ever received a recall n otice for your car or an oth er product 

you’ve purch ased? Ven dors sen d th ese n otices to product own ers wh en  

a safety-related problem  h as been  discovered. Registerin g your purch ase 

th rough  th e warran ty card  gives th e ven dor th e in form ation  th ey n eed to 

con tact  you  if th ere is a recall.

Program  ven dors also provide a recall-like service. You can  receive 

patch  n otices th rough  em ail by subscribin g to m ailin g lists operated 

by th e program s’ ven dors. Th rough  th is type of service, you  can  learn  

about problem s with  your com puter even  before you  discover th em  an d, 

h opefu lly, before in truders h ave th e ch an ce to exploit  th em . Con sult  th e 

ven dor’s web site to see h ow to get  em ail n otices about patch es as soon  

as th ey’re available.

Som e ven dors h ave gon e beyon d m ailin g lists. Th ey provide program s 

bun dled with  th eir system s th at  au tom atically con tact  th eir web 

sites lookin g for patch es specifi cally for your h om e com puter. Th ese 

au tom atic updates tell you  wh en  patch es are available, down load th em , 

an d even  in stall th em . You can  tailor th e update features to do on ly 

wan t you  wan t, such  as just  tellin g you  som eth in g n ew is wait in g but 

doin g n oth in g m ore.
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Wh ile th e patch in g process is gett in g easier, even  to th e poin t  wh ere 

it  can  be com pletely au tom ated, it  is n ot  yet  foolproof. In  som e cases, 

in stallin g a patch  can  cause an oth er seem in gly un related program  to 

break. Th e ch allen ge is to do as m uch  h om ework as you  can  to learn  

wh at a patch  is supposed to do an d wh at problem s it  m igh t cause on ce 

you’ve in stalled  it .

Th is is a h ard  job. Often , th e ven dors don ’t  tell you  about problem s 

th eir patch es can  cause. Wh y? Because it  is sim ply im possible to test  

all possible program s with  all possible patch es to d iscover un expected 

side effects. Im agin e doin g th at  job an d th en  con tin u in g to do th at  for 

each  n ew program  an d patch  th at  com es alon g. Ven dors rely on  th eir 

custom ers to tell th em  wh en  som eth in g un expected h appen s on ce a 

patch  is in stalled . So, if th is h appen s to you , let  th em  kn ow.

Im agin e th en  th at  you’ve eith er foun d a patch  on  th e ven dor’s site or 

you’ve received n otice th at  a patch  is available. Wh at do you  do n ext? 

Follow th e steps below to evaluate a patch  before you  in stall it :

1. Th e Affected test : Does th is patch  affect  on e of th e program s 

on  your com puter? If it  doesn ’t  affect  your com puter, you’re 

don e. Wh ew!

2. Th e Break test : Can  you  tell from  th e ven dor’s web site or 

th e patch ’s descrip tion  if in stallin g it  breaks som eth in g else th at  

you  care about? If in stallat ion  does break som eth in g, th en  you  

h ave to decide h ow to proceed. Try n otifyin g th e ven dor of th e 

program  th at  m igh t break to learn  wh at th eir strategy is for 

addressin g th is problem . Also, use your web browser to learn  if 

an yon e else h as experien ced th is problem  an d wh at h e or sh e 

did  about it .

3. Th e Undo test : Can  you  un do th e patch ? Th at is, can  you  

restore your com puter to th e way it  was before you  in stalled  

th e patch ? Curren tly, ven dors are bu ild in g m ost patch es with  

an  un in stall feature th at  en ables you  to rem ove a patch  th at  

h as un wan ted con sequen ces. In  addit ion , som e com puters also 

com e with  features th at  h elp  you  restore th em  to a previously 

kn own  an d workin g state sh ould  th ere be a problem . You n eed 

to kn ow wh at your com puter provides so th at  you  can  un do a 

patch  if n ecessary.

Recall from  th e In troduction  th at  in truders exploit  vu ln erabilit ies to 

gain  access to h om e com puters. How do in truders fi n d out about th ese 

vu ln erabilit ies? In  m an y cases, th ey read th e sam e ven dor m ailin g lists 

an d use th e sam e au tom atic n otifi cation  sch em es th at  you  use. Th is 

m ean s th at  you  n eed to evaluate an d in stall patch es on  your h om e 



13

com puter as soon  as th ey’re available. Th e lon ger a vu ln erability is 

kn own , th e greater th e ch an ces are th at  an  in truder will fi n d it  on  your 

h om e com puter an d exploit  it . With  th e ABU tests, you  can  quickly 

evaluate an d in stall patch es to keep in truders off your h om e com puter.

On e last  th in g: patch es are usually d istribu ted as program s. Th is m ean s 

th at  you  n eed to use th e DCAL steps described in  Task 7, Use Care 

W hen Downloading and Installing Program s, before loadin g an d in stallin g 

a patch .

In truders often  take advan tage of vu ln erabilit ies wh erever th ey m ay be. 

In  m an y cases, th e vu ln erabilit ies th ey exploit  m ay h ave patch es, bu t  

th ose patch es were n ot in stalled . For your h om e com puter, m ake t im e 

to keep your program s patch ed wh erever possible. If you  can ’t  patch  a 

program , sh op aroun d for an  equivalen t program  an d use it  un til th e 

origin al program  is fi xed or you’ve aban don ed it  in  favor of som eth in g 

m ore reliable.

You can  spen d m on ey on  m ain ten an ce wh ere you  get  patch es 

for program s, bu t th at’s usually n ot n ecessary. Sin ce m ost ven dors 

provide free patch es, m ailin g lists, an d au tom atic updates, keepin g your 

com puter patch ed usually on ly costs you  t im e.

To see an  exam ple th at  sh ows h ow to ch eck for, down load, an d in stall 

patch es, see h ttp :/ /www.fedcirc.gov/h om eusers/Hom eCom puterSecurity/

exam ples.h tm l.

Task 3 - Use Care W hen Reading Email with At tachments

We’ve all h eard  stories about people receivin g an  item  in  th e m ail 

th at  in  som e way caused th em  h arm . We’ve h eard  of let ter bom bs 

an d explodin g packages, an d in  2001, we learn ed about An th rax-laden  

let ters. Alth ough  th eir frequen cy is low, th ey do m ake n ews.

Th ese un solicited  item s are sen t to un suspectin g recip ien ts. Th ey m ay 

con tain  a return  address, a provocative en velope, or som eth in g else 

th at  en courages its receiver to open  it . Th is tech n ique is called  social 

en gin eerin g. Because we are trustin g an d curious, social en gin eerin g is 

often  effective.

In  th e case of th e An th rax let ters addressed to Un ited States sen ators, 

th e en velopes con tain ed a sch ool’s return  address as an  in ducem en t 

to open  th em . Wh at govern m en t offi cial wouldn ’t  wan t to serve th eir 

con stituen cy by readin g an d respon din g to a let ter supposedly sen t by a 

class at  a sch ool, especially an  elem en tary sch ool? By open in g th e let ter 

an d subsequen tly spreadin g its leth al con ten ts, th e recip ien t com plied 
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with  th e wish es of th e sen der, a key foun dation  of social en gin eerin g. 

In  th e pre-An th rax let ter days, a m ail h an dler m igh t h ave given  lit t le 

th ough t to th e con ten ts of th e let ter or th e valid ity of th e return  address. 

Th ose days are beh in d us.

You probably receive lots of m ail each  day, m uch  of it  un solicited  

an d con tain in g un fam iliar bu t p lausible return  addresses. Som e of th is 

m ail uses social en gin eerin g to tell you  of a con test  th at  you  m ay h ave 

won  or th e details of a product th at  you  m igh t like. Th e sen der is 

tryin g to en courage you  to open  th e let ter, read its con ten ts, an d in teract  

with  th em  in  som e way th at  is fi n an cially ben efi cial – to th em . Even  

today, m an y of us open  let ters to learn  wh at we’ve won  or wh at fan tastic 

deal awaits us. Sin ce th ere are few con sequen ces, th ere’s n o h arm  in  

open in g th em .

Em ail-born e viruses an d worm s operate m uch  th e sam e way, except 

th ere are con sequen ces, som etim es sign ifi can t on es. Malicious em ail 

often  con tain s a return  address of som eon e we kn ow an d often  h as 

a provocative Subject  lin e. Th is is social en gin eerin g at  its fi n est  – 

som eth in g we wan t to read from  som eon e we kn ow.

Em ail viruses an d worm s are fairly com m on . If you’ve n ot received on e, 

ch an ces are you  will. Here are steps you  can  use to h elp  you  decide wh at 

to do with  every em ail m essage with  an  attach m en t th at  you  receive. You 

sh ould  on ly read a m essage th at  passes all of th ese tests.

1. Th e Know test : Is th e em ail from  som eon e th at  you  kn ow?

2. Th e Received test : Have you  received em ail from  th is sen der 

before?

3. Th e Expect test : Were you  expectin g em ail with  an  attach m en t 

from  th is sen der?

4. Th e Sense test : Does em ail from  th e sen der with  th e con ten ts as 

described in  th e Subject  lin e an d th e n am e of th e at tach m en t(s) 

m ake sen se? For exam ple, would you  expect th e sen der – let’s 

say your Moth er – to sen d you  an  em ail m essage with  th e 

Subject  lin e  “Here you  h ave, ;o)” th at  con tain s a m essage with  

at tach m en t – let’s say An n aKourn ikova.jpg.vbs? A m essage like 

th at  probably doesn ’t  m ake sen se. In  fact , it  h appen s to be 

an  in stan ce of th e An n a Kourn ikova worm , an d readin g it  can  

dam age your system . 
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5. Th e Virus test : Does th is em ail con tain  a virus? To determ in e 

th is, you  n eed to in stall an d use an  an ti-virus program . Th at 

task is described in  th e section  en tit led  Install and Use Anti-Virus 

Program s.

You sh ould  apply th ese fi ve tests – KRESV – to every p iece of em ail 

with  an  attach m en t th at  you  receive. If an y test  fails, toss th at  em ail. 

If th ey all pass, th en  you  st ill n eed to exercise care an d watch  for 

un expected resu lts as you  read it .

Now, given  th e KRESV tests, im agin e th at  you  wan t to sen d em ail 

with  an  attach m en t to som eon e with  wh om  you’ve n ever correspon ded 

– wh at sh ould  you  do? Here’s a set  of steps to follow to begin  an  em ail 

d ialogue with  som eon e.

1. Sin ce th e recip ien t doesn ’t  already Know you, you  n eed to 

sen d th em  an  in troductory em ail. It  m ust n ot con tain  an  

attach m en t. Basically, you’re in troducin g yourself an d askin g 

th eir perm ission  to sen d em ail with  an  attach m en t th at  th ey 

m ay oth erwise be suspicious of. Tell th em  wh o you  are, wh at 

you’d like to do, an d ask for perm ission  to con tin ue.

2. Th is in troductory em ail qualifi es as th e m ail Received 
from  you.

3. Hopefu lly, th ey’ll respon d; an d if th ey do, h on or th eir wish es. 

If th ey ch oose n ot to receive em ail with  an  attach m en t from  

you, don ’t  sen d on e. If you  n ever h ear from  th em , try your 

in troductory em ail on e m ore t im e.

4. If th ey accept your offer to receive em ail with  an  attach m en t, 

sen d it  off. Th ey will Know you an d will h ave Received em ail 

from  you before. Th ey will also Expect th is em ail with  an  

attach m en t, so you’ve satisfi ed th e fi rst  th ree requirem en ts of th e 

KRESV tests.

5. Wh atever you  sen d sh ould  m ake Sense to th em . Don ’t  use a 

provocative Subject  lin e or an y oth er social en gin eerin g practice 

to en courage th em  to read your em ail.

6. Ch eck th e at tach m en ts for Viruses. Th is is again  based on  

h avin g virus-ch eckin g program s, an d we’ll d iscuss th at  later.

Th e KRESV tests h elp  you  focus on  th e m ost im portan t  issues wh en  

sen din g an d receivin g em ail with  at tach m en ts. Use it  every t im e you  

sen d em ail, bu t  be aware th at  th ere is n o foolproof sch em e for workin g 

with  em ail, or security in  gen eral. You st ill n eed to exercise care.
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Wh ile an  an ti-virus program  alerts you  to m an y viruses th at  m ay fi n d 

th eir way to your h om e com puter, th ere will always be a lag between  

wh en  a virus is d iscovered an d wh en  an ti-virus program  ven dors provide 

th e n ew virus sign ature. Th is m ean s th at  you  sh ouldn ’t  rely en tirely 

on  your an ti-virus program s. You m ust con tin ue to exercise care wh en  

readin g em ail.

Task 4 - Install and Use a Firewall Program

Th is section  describes a fi rewall, its im portan ce to your h om e com puter 

strategy, an d a way to th in k about th e job you  n eed to do. We’re 

goin g to depart  from  our “com puter-is-like-a-h ouse-an d-th e-th in gs-in -it” 

an alogy to use an oth er th at  you  are probably also fam iliar with : an  offi ce 

bu ild in g. 

Have you  ever visited  a busin ess wh ere you  

fi rst  stopped at  th e reception  desk to in teract  

with  a security guard? Th at guard’s job 

is to assess everybody wh o wish es 

to en ter or leave th e bu ild in g to 

decide if th ey sh ould  con tin ue 

on  or be stopped. Th e guard 

keeps th e un wan ted out an d 

perm its on ly appropriate 

people an d objects to en ter an d 

leave th e busin ess’s prem ises. 

Let’s d ig deeper in to th is an alogy. Wh en  

som eon e en ters a bu ild in g, th e security guard 

usually greets th em . If th ey h ave an  appropriate iden tifi cation  badge, 

th ey sh ow it  to th e guard or swipe it  th rough  a reader. If all is OK, th ey 

pass th rough  th e guard’s ch eckpoin t . However, if som eth in g’s wron g or 

if th ey are a visitor, th ey m ust fi rst  stop  at  th e guard desk.

Th e guard asks wh om  th ey wish  to see. Th e guard m ay also ask for 

iden tifi cation  such  as a driver’s licen se or th eir com pan y ID. Th e guard 

reviews th e list  of expected guests to see if th is person  is approved to 

visit  th e party in  question . If th e guard decides everyth in g is all righ t , 

th e visitor m ay pass. Th e visitor usually sign s a logbook with  th eir n am e, 

th e com pan y th ey represen t, wh om  th ey are seein g, an d th e t im e of 

day.

On  a com puter, th e fi rewall acts m uch  like a guard wh en  it  looks at  

n etwork traffi c destin ed for or received from  an oth er com puter. Th e 

fi rewall determ in es if th at  traffi c sh ould  con tin ue on  to its destin ation  
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or be stopped. Th e fi rewall “guard” is im portan t  because it  keeps th e 

un wan ted out an d perm its on ly appropriate traffi c to en ter an d leave 

th e com puter.

To do th is job, th e fi rewall h as to look at every piece of in form ation  – 

every packet – th at  tries to en ter or leave a com puter. Each  packet is 

labeled with  wh ere it  cam e from  an d wh ere it  wan ts to go. Som e packets 

are allowed to go an ywh ere (th e em ployee with  th e ID badge) wh ile 

oth ers can  on ly go to specifi c p laces (visitors for a specifi c person ). If th e 

fi rewall allows th e packet to proceed (bein g acceptable accordin g to th e 

ru les), it  m oves th e packet on  its way to th e destin ation . In  m ost cases, 

th e fi rewall records wh ere th e packet cam e from , wh ere it’s goin g, an d 

wh en  it  was seen . For people en terin g a bu ild in g, th is is sim ilar to th e 

ID card  system  keepin g track of wh o en ters or th e visitor sign in g th e 

visitor’s log.

Th e build in g’s guard m ay do a few m ore tasks before decidin g th at  

th e person  can  pass. If th e person  is a visitor an d is n ot on  th e visitors 

list , th e guard calls th e em ployee bein g visited  to an n oun ce th e visitor’s 

arrival an d to ask if th ey m ay pass. If th e em ployee accepts th e visitor, 

th ey m ay proceed. Th e guard m ay also give th e visitor a badge th at  

iden tifi es th em  as a visitor. Th at badge m ay lim it  wh ere in  th e bu ild in g 

th ey can  go an d in dicate if th ey n eed to be escorted. Fin ally, n o m atter 

wh eth er th e person  is a visitor or an  em ployee, th e guard m ay in spect  

th eir briefcase or com puter case before th ey pass.

Th e fi rewall can  also ch eck wh eth er a given  packet sh ould  pass, 

allowin g th e com puter’s user to respon d to un an ticipated n etwork 

traffi c (just  as th e guard does with  th e un expected visitor). In dividual 

packets can  be allowed to pass, or th e fi rewall can  be ch an ged to 

allow all fu ture packets of th e sam e type to pass. Som e fi rewalls h ave 

advan ced capabilit ies th at  m ake it  possible to d irect  packets to a d ifferen t 

destin ation  an d perh aps even  h ave th eir con ten ts con cealed in side oth er 

packets (sim ilar to th e visitor bein g escorted). Fin ally, fi rewalls can  fi lter 

packets based n ot on ly on  th eir poin t  of origin  or destin ation , bu t also 

on  th eir con ten t (in spectin g th e briefcase or com puter case before bein g 

allowed to pass).

Back to th e offi ce bu ild in g, wh en  em ployees leave th e bu ild in g, th ey 

m ay also h ave to swipe th eir ID card  to sh ow th at  th ey’ve left . A visitor 

sign s ou t an d return s th eir tem porary badge. Both  m ay be subject  to 

h avin g th eir possession s in spected before bein g allowed to leave.
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Firewalls can  also recogn ize an d record wh en  a com puter-to-com puter 

con n ection  en ds. If th e con n ection  was tem porary (like a visitor), th e 

fi rewall ru les can  ch an ge to den y fu ture sim ilar con n ection s un til th e 

system ’s user au th orizes th em  (just  as visitors m ust re-iden tify th em selves 

an d be re-approved by an  em ployee). Fin ally, ou tgoin g con n ection s 

can  also be fi ltered accordin g to con ten t (again , sim ilar to in spectin g 

possession s at  th e exit).

Wh at does th is all m ean ? It  m ean s th at  with  a fi rewall, you  can  con trol 

wh ich  packets are allowed to en ter your h om e com puter an d wh ich  are 

allowed to leave. Th at’s th e easy part .

Th e h ard  part  is decidin g th e details about th e packets th at  are allowed 

to en ter an d exit  your h om e com puter. If your fi rewall supports con ten t 

fi lterin g, you  also n eed to learn  wh ich  con ten t to allow an d wh ich  n ot 

to allow. To h elp  you  get  a h an dle on  th is h arder task, let’s return  to our 

security guard an alogy.

Im agin e th at you are th at security guard an d it’s your fi rst day on  th e job. 

You h ave to decide wh o’s allowed in , wh o’s allowed out, an d wh at people 

can  brin g in to an d take out of th e buildin g. How do you do th is?

On e strategy is to be very con servative: let  n o on e in  or ou t an d let  n o 

possession s in  or ou t. Th is is very sim ple, very easy to ach ieve, bu t n ot 

part icu larly h elpfu l to th e busin ess if n on e of its em ployees or visitors 

can  get  in  or ou t. Nor is it  h elpfu l if th ey can ’t  brin g an yth in g with  

th em . With  th is type of strategy, your ten ure as a security guard m ay 

be sh ort-lived.

If you  try th is, you  quickly learn  th at  you  n eed to ch an ge your strategy 

to allow people in  an d out on ly if th ey h ave acceptable iden tifi cation  

an d possession s usin g som e agreed-to criteria. Add th e requirem en t th at  

if you  don ’t  m eet th e precise criteria for adm ittan ce, you  don ’t  get  in .

With  m ost fi rewalls, you  can  do th e sam e th in g. You can  program  your 

fi rewall to let  n oth in g in  an d n oth in g out. Period. Th is is a den y-all 

fi rewall strategy an d it  does work, th ough  it  effectively discon n ects you  

from  th e In tern et . It  is im practical for m ost h om e com puters.

You can  do wh at th e security guard did: review each  packet (em ployee 

or visitor) to see wh ere it’s com in g from  an d wh ere it’s goin g. Som e 

fi rewall products let  you  easily review each  packet so th at  you  can  decide 

wh at to do with  it . Wh en  you  are sh oppin g for a fi rewall, look for th is 

review feature because it  can  be qu ite h elpfu l. Practically speakin g, it  

isn ’t  easy to decide wh ich  traffi c is all righ t  an d wh ich  is n ot all righ t . 
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An y feature th at  m akes th is job easier h elps you  ach ieve your goal of 

securin g your h om e com puter.

Just  like th e security guard wh o learn s th at  an ybody with  a com pan y 

ph oto ID is allowed to pass, you  too can  create fi rewall ru les th at  allow 

traffi c to pass with out reviewin g each  packet each  t im e. For exam ple, 

you  m ay ch oose to allow your In tern et  browsers to visit  an y web site. 

Th is ru le would defi n e th e source of th at  traffi c to be your browsers 

(Netscape Navigator an d Microsoft  In tern et  Explorer, for exam ple) an d 

th e destin ation  location  to be an y web server. Th is m ean s th at  an ybody 

usin g your h om e com puter could  visit  an y In tern et  web site, as lon g as 

th at  web server used th e well-kn own  stan dard location s.

Now th at  you  h ave an  idea of wh at your fi rewall security guard is tryin g 

to do, you  n eed a m eth od for gath erin g in form ation  an d program m in g 

your fi rewall. Here is a set  of steps to use to do just  th at:

1. Th e Program test : Wh at’s th e program  th at  wan ts to m ake 

a con n ection  to th e In tern et? Alth ough  m an y program s m ay 

n eed to m ake th e sam e type of con n ection  to th e sam e In tern et  

destin ation , you  n eed to kn ow th e n am e of each . Avoid gen eral 

ru les th at  allow all program s to m ake a con n ection . Th is often  

resu lts in  un wan ted an d un ch ecked beh avior.

2. Th e Location test : Wh at’s th e In tern et  location  of th e com puter 

system  to wh ich  your com puter wan ts to con n ect? Location s con sist 

of an  address an d a port n um ber. Som etim es a program  is allowed to 

con n ect to an y In tern et location , such  as a web browser con n ectin g 

to an y web server. Again , you wan t to lim it program s so th at th ey 

on ly con n ect to specifi c location s wh ere possible.

3. Th e Allowed test : Is th is con n ection  allowed or den ied? Your 

fi rewall ru les will con tain  som e of each .

4. Th e Temporary test : Is th is con n ection  tem porary or 

perm an en t? For exam ple, if you’re goin g to con n ect to th is 

specifi c location  m ore th an  fi ve t im es each  t im e you  use 

th e com puter, you  probably wan t to m ake th e con n ection  

perm an en t. Th is m ean s th at  you  ough t to add a ru le to your 

fi rewall ru les. If you  aren ’t  goin g to m ake th is con n ection  often , 

you  sh ould  defi n e it  as tem porary.

With  each  con n ection , apply th e PLAT tests to get  th e in form ation  you  

n eed to bu ild  a fi rewall ru le. Th e an swer to th e PLAT tests tells you  if 

you  n eed to in clude a n ew fi rewall ru le for th is n ew con n ection . For m ost 

fi rewall program s, you  can  tem porarily allow a con n ection  but avoid  

m akin g it  perm an en t by n ot in cludin g it  in  your ru les. Wh ere possible, 

allow on ly tem porary con n ection s.
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As you  run  each  program  on  your h om e com puter, you’ll learn  h ow 

it  uses th e In tern et . Slowly you’ll begin  to bu ild  th e set  of ru les th at  

defi n e wh at traffi c is allowed in to an d out of your com puter. By on ly 

let t in g in  an d out wh at you  approve an d den yin g all else, you  will strike 

a practical balan ce between  allowin g everyth in g an d allowin g n oth in g 

in  or ou t.

Alon g th e way, you  m ay com e across exception s to your ru les. For 

exam ple, you  m igh t decide th at  an ybody wh o uses your h om e com puter 

can  visit  an y web site except a ch osen  few web sites. Th is is an alogous 

to th e security guard let t in g every em ployee pass except a few wh o n eed 

m ore atten tion  fi rst .

To do th is with  fi rewall ru les, th e exception  ru les m ust be listed  before 

th e gen eral ru les. For exam ple, th is m ean s th at  th e web sites wh ose 

con n ection s are n ot allowed m ust be listed  before th e ru les th at  allow all 

con n ection s to an y web site.

Wh y? Most fi rewall program s search  th eir ru les start in g from  th e fi rst  

th rough  th e last . Wh en  th e fi rewall fi n ds a ru le th at  m atch es th e packet 

bein g exam in ed, th e fi rewall h on ors it , does wh at th e ru le says, an d looks 

n o furth er. For exam ple, if th e fi rewall fi n ds th e gen eral ru le allowin g an y 

web site con n ection s fi rst , it  h on ors th is ru le an d doesn ’t  look furth er 

for ru les th at  m igh t den y such  a con n ection . So, th e order of fi rewall 

ru les is im portan t .

Man y fi rewalls can  be program m ed to require a password before 

ch an gin g th e ru les. Th is extra level of protection  safeguards again st  

un wan ted ch an ges n o m atter th eir source, th at  is, you , an  in truder, or 

an oth er user. Follow th e gu idan ce in  Task 6, Use Strong Passwords, wh en  

assign in g a password to your fi rewall.

Fin ally, m ake a backup of your fi rewall ru les. You’ve probably taken  a 

lot  of t im e to bu ild  an d tun e th em  to m atch  h ow your h om e com puter 

is used. Th ese ru les are im portan t  to your com puter’s security, so back 

th em  up usin g th e gu idan ce in  Task 5, Make Backups of Im portant Files 

and Folders.

Firewalls com e in  two gen eral types: h ardware an d software (program s). 

Th e software version s also com e in  two types: free version s an d 

com m ercial version s (on es th at  you  purch ase). At a m in im um , you  

sh ould  use on e of th e free version s on  your h om e com puter. Th is is 

especially im portan t  if you  h ave a laptop th at  you  con n ect to your h om e 

n etwork as well as a n etwork at  a h otel, a con feren ce, or your offi ce.
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If you  can  afford  a h ardware fi rewall, you  sh ould  in stall on e of 

th ese too. We’ve recom m en ded th is as som eth in g to do later. (Firewall 

program s are task 4 on  our list  of recom m en ded action s, an d h ardware 

fi rewalls are task 8.) Th e sam e issues apply to th e h ardware version s th at  

apply to th e software version s. Man y can  also be password protected 

again st  un wan ted ch an ges. Search  th e In tern et  with  your browser to see 

wh at’s available an d wh at th ey cost . Th e price of h ardware fi rewalls is 

com in g down  as th e dem an d grows.

A fi rewall is your security guard th at  stan ds between  your h om e 

com puter an d th e In tern et . It  lets you  con trol wh ich  traffi c your 

com puter accepts. It  also con trols wh ich  of your program s can  con n ect 

to th e In tern et . With  a fi rewall, you  defi n e wh ich  con n ection s between  

your com puter an d oth er com puters on  th e In tern et  are allowed an d 

wh ich  are den ied. Th ere are free fi rewall products th at  provide th e 

capabilit ies you  n eed to secure your h om e com puter. Com m ercial 

version s h ave even  m ore features th at  can  furth er protect  your com puter. 

Firewalls are an  im portan t  part  of your h om e com puter’s security 

defen ses. To see an  exam ple th at  sh ows h ow to operate a fi rewall, see 

h ttp :/ /www.fedcirc.gov/h om eusers/Hom eCom puterSecurity/exam ples.h tm l.

Task 5 - Make Backups of Important  Files and Folders

Wh eth er you  kn ow it  or n ot, you’ve divided everyth in g you  own  in to 

two broad categories: th ose item s you  can  replace an d th ose you  can ’t . 

For th e item s you  can ’t  replace, you’ve probably stored th em  in  a safe 

p lace, eith er som ewh ere in  your livin g space or elsewh ere, in  a lockbox 

at  a ban k, for exam ple. In  eith er case, you’ve probably also bough t 

in suran ce th at  provides th e fun ds you’d n eed to buy replacem en ts. Your 

in suran ce policy covers alm ost everyth in g you  own .

On  your h om e com puter, h ave you  sim ilarly d ivided everyth in g in to 

th e sam e categories? Wh at h ave you  don e about th e item s – fi les in  th is 

case – th at  you  can ’t  replace? Exam ples are th e fi les th at  m ake up your 

ch eckin g accoun t records, th at  n ovel you’ve been  writ in g for th e past  

few years, an d th ose p ictures you  took last  sum m er with  your d igital 

cam era. Wh at h appen s if your com puter m alfun ction s or is destroyed by 

a successfu l at tacker? Are th ose fi les gon e forever?

Now th in k about your car for a m om en t. Do you  h ave a spare t ire? 

Is it  in fl ated? Wh en  was th e last  t im e you  used it? Can  you  im agin e 

buyin g a car with out a spare t ire? Even  if you  bough t a used car with out 

a spare, h ow soon  did  you  buy a spare so th at  you’d h ave on e wh en  

you  n eeded it?
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Th in k back to your h om e com puter. Do you  h ave a “spare t ire,” 

m ean in g a way to con tin ue com putin g wh en  you  h ave a “blowout” 

caused by a m alfun ction  or an  in truder? Said  an oth er way, can  you  back 

up your fi les on to som e oth er m edia so th at  you  can  recover th em  if you  

n eed to? If you’d n ever buy a car with out a spare t ire, wh y did  you  buy a 

com puter with out a device to back up your fi les?

Wh en  decidin g wh at to do about backin g up fi les on  your com puter, 

ask th ese question s:

1. Th e Files question : Wh at fi les sh ould  you  back up? Th e fi les you  

select  are th ose th at  you  can  n eith er easily recreate n or rein stall 

from  som ewh ere else, such  as th e CD-ROMs or th e fl oppy disks 

th at  cam e with  your com puter.

 Be realist ic. Th at ch eck register you  prin ted does n ot con stitu te 

a backup from  wh ich  you  can  easily recreate th e fi les n eeded 

by your ch eckin g accoun t program . You’re probably n ot goin g 

to re-en ter all th at  data if th e fi les are destroyed. Just  as you  

protect  your irreplaceable valuables, back up th e fi les you  can n ot 

replace, easily or oth erwise. 

2. Th e Often question : How often  sh ould  you  back th em  up? In  

th e best  of all cases, you  sh ould  back up a fi le every t im e it  

ch an ges. If you  don ’t , you’ll h ave to rein troduce all th e ch an ges 

th at  h appen ed sin ce your last  backup. Just  as you  store your 

precious jewelry in  a lockbox at  th e local ban k lest  th e lucky 

robber fi n d it  in  your jewelry box, you  n eed to store your fi les 

safely (back th em  up) after every use (ch an ge in  th e fi le) lest  an  

in truder destroys th e fi le or th ere’s a system  catastroph e.
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3. Th e Media question : Wh ere sh ould  you  back th em  up to; th at  

is, wh at m edia sh ould you use to h old backed up fi les? Th e 

an swer is: wh atever you h ave. It’s a question  of h ow m an y of th at 

m edia you h ave to use an d h ow con ven ien t it  is. For exam ple, 

m ost com puters h ave a fl oppy disk drive. You could back up your 

irreplaceable fi les to fl oppies. Th at process just takes lots of t im e 

an d m ay n ot be as con ven ien t as usin g an oth er m edia. Larger 

capacity rem ovable disk drives an d writable CD-ROMs also work 

well, take less t im e, an d are m ore con ven ien t.

 If you  don ’t  h ave a backup device, th ere are altern atives. Th ere 

are In tern et  services th at  let  you  back up your fi les to an oth er 

In tern et  com puter. Som e of th ese services provide “tran sparen t 

access” to th e backups. Th at is, th ey look like an oth er h ard  

drive at tach ed to your com puter. You use th e fi le copy sch em e 

th at  your com puter provides to back up fi les an d recover th em  

from  backed up storage. To fi n d th ese services, do som e In tern et  

search es usin g your browser.

 Rem em ber th at  th e in form ation  you  tran sfer across th e In tern et  

could  be viewed an d captured by oth ers; th at  is, th e in form ation  

is in  th e clear. Be sen sit ive to th at  if you  use an  In tern et-based 

backup com puter. In  addit ion , you  n eed to be able to trust  th e 

in form ation  wh en  you  recover a fi le from  th at  service.

4. Th e Store question : Wh ere sh ould  you  store th at  m edia on ce 

it  con tain s your backed up fi les? No m atter h ow you  back up 

your fi les, you  n eed to be con cern ed about wh ere th ose backed 

up copies live.

 You already kn ow th at  in truders try to break in to your h om e 

com puter to gain  access to your fi les an d your com puter’s 

resources. An oth er way to gain  access to th e sam e in form ation  

is by stealin g your backups. It  is m ore diffi cu lt , th ough , sin ce a 

robber m ust ph ysically be wh ere your backups are, wh ereas an  

in truder can  access your h om e com puter from  literally an ywh ere 

in  th e world . Th e key is to kn ow wh ere th e m edia is th at  

con tain s your backed up fi les.

 Just  like im portan t  papers stored in  a fi reproof con tain er at  your 

h ouse, you  also n eed to be con cern ed about your backups bein g 

destroyed if your livin g space is destroyed or dam aged. Th is 

m ean s th at  you  ough t to keep a copy of your backed up fi les in  a 

fi reproof con tain er or som ewh ere beyon d your livin g space, your 

offi ce for exam ple. It  is th e etern al com prom ise between  security 

an d usability. If you  n eed to recover a fi le an d th e backed up 

copies are at  th e offi ce, th at’s in con ven ien t. However, wh ile 

storin g th em  at  h om e is m ore con ven ien t an d m ore usable, th ey 
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sh are th e sam e risks th at  your com puter faces sh ould  your livin g 

space be destroyed. Be aware of th e issues an d m ake a con scious 

decision , perh aps keepin g copies in  both  p laces.

If you  h ave th at  spare t ire for your car or a lockbox for your valuables, 

you’ve already p lan n ed for th e worst  th at  can  h appen  aroun d your 

livin g space. Con tin ue th at  good practice by backin g up your crit ical fi les 

on to m edia th at  you  can  safely store elsewh ere. Do th ose backups often  

en ough  th at  you  can  capture th e ch an ges you’ve m ade. With  th e FOM S 
question s, you  h ave a structured approach  to use to back up your crit ical 

fi les. You’ve n ow plan n ed for th e worst .

As you  com puterize th e rou tin e aspects of your daily life, m akin g 

backup copies of im portan t  fi les an d folders becom es crit ical. Even  if 

you  can ’t  store th e backup copies in  a fi reproof con tain er or som ewh ere 

ou tside your h om e, m ake backups an yway. An y backup is better th an  

n on e.

Task 6 - Use St rong Passwords

Your livin g space h as doors an d win dows, an d perh aps m ost of th e t im e 

th ey’re locked. For each  lock th at  uses a key, ch an ces are th at  each  key is 

d ifferen t. You kn ow to lock up an d n ot to sh are th e keys with  stran gers, 

an d probably n ot with  m ost of your frien ds. You sh ould  n ot h ide keys 

un der th e m at or in  a fl owerpot on  your fron t porch .

Passwords for com puters are m uch  th e sam e. For each  com puter an d 

service you  use (on lin e purch asin g, for exam ple), you  sh ould  h ave a 

password. Each  password sh ould  be un ique an d un related to an y of your 

oth er passwords. You sh ouldn ’t  write th em  down  n or sh ould  you  sh are 

th em  with  an yon e, even  your best  frien ds.

Take a look at  your fron t door key. It’s pretty com plicated. Th ere are lots 

of n otch es an d grooves. If th ere weren ’t  so m an y possible variat ion s, a 

th ief could  easily m ake a key for every possible com bin ation  an d th en  

try each  on  your fron t door. Th is trial-an d-error m eth od, (for com puters, 

called  bru te force) is likely to be effective even  if it  takes a lon g t im e. 

Non eth eless, n o m atter h ow com plicated, if th e th ief gets h old  of your 

key, h e or sh e can  copy it  an d use th at  copy to open  your door.

A password can  also be com plicated. Most sch em es let  you  use an y 

com bin ation  of let ters, both  upper an d lower case, an d n um bers; an d 

som e also let  you  use pun ctuation  m arks. Len gth s can  vary. You can  

create a password to be as com plicated as you  wan t. Th e key (n o pun  

in ten ded) is to be able to rem em ber th is password wh en ever you  n eed it  

with out h avin g to write it  down  to jog your m em ory.
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Like th e th ief at  your door, com puter in truders also use trial-an d-error, 

or bru te-force tech n iques, to d iscover passwords. By bom bardin g a login  

sch em e with  all th e words in  a d iction ary, th ey m ay “discover” th e 

password th at  un locks it . If th ey kn ow som eth in g about you , such  as 

your spouse’s n am e, th e kin d of car you  drive, or your in terests, clever 

in truders can  n arrow th e ran ge of possible passwords an d try th ose fi rst . 

Th ey are often  successfu l. Even  sligh t variat ion s, such  as addin g a d igit  

on to th e en d of a word or replacin g th e let ter o (oh ) with  th e digit  0 

(zero), don ’t  protect  passwords. In truders kn ow we use tricks like th is to 

m ake our passwords m ore diffi cu lt  to guess.

Just  like th e fron t door key, even  a com plicated password can  be copied 

an d th e copy reused. Rem em ber th e earlier d iscussion  about in form ation  

on  th e In tern et  bein g in  th e clear? Suppose th at  really stron g password 

you  took a lon g t im e to create – th e on e th at’s 14 ch aracters lon g an d 

con tain s 6 let ters, 4 n um bers, an d 4 pun ctuation  m arks, all in  ran dom  

order – goes across th e In tern et  in  th e clear. An  in truder m ay be able 

to see it , save it , an d use it . Th is is called  sn iffi n g an d it  is a com m on  

in truder practice.

Th e poin t  is th at  you  n eed to follow th e practice of usin g a un ique 

password with  every accoun t you  h ave. Below is a set  of steps th at  you  

can  use to h elp  you  create passwords for your accoun ts:
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1. Th e Strong test : Is th e password as stron g (m ean in g len gth  an d 
con ten t) as th e ru les allow?

2. Th e Unique test : Is th e password un ique an d un related to an y 
of your oth er passwords?

3. Th e Practical test : Can  you  rem em ber it  with out h avin g to 
write it  down ?

4. Th e Recent test : Have you  ch an ged it  recen tly? 

In  sp ite of th e SUPR tests, you  n eed to be aware th at  sn iffi n g h appen s, 

an d even  th e best  of passwords can  be captured an d used by an  in truder.

You sh ould  use passwords n ot on ly on  your h om e com puter bu t 

also for services you  use elsewh ere on  th e In tern et . All sh ould  

h ave th e stron gest  passwords you  can  use an d rem em ber, an d each  

password sh ould  be un ique an d un related to all oth er passwords. A 

stron g password is a password th at  is lon ger th an  it  is sh ort , th at  

uses com bin ation s of uppercase an d lowercase let ters, n um bers, an d 

pun ctuation , an d th at  is usually n ot a word foun d in  a d iction ary. 

Also rem em ber th at  n o m atter h ow stron g a password is, it  can  st ill 

be captured if an  in truder can  see it  “in  th e clear” som ewh ere on  th e 

In tern et . (See th e Inform ation in the Clear section .)

Task 7 - Use Care W hen Downloading and Installing 
Programs

Wh en  you  buy an  applian ce, you  give lit t le th ough t to it  doin g you  

or your h ouse an y h arm . Wh y? Because th ere are organ ization s like 

Un derwriters Laboratories2 th at  set  stan dards an d cert ify products. Wh en  

you  see a cert ifi er’s label, you  h ave m ore con fi den ce th at  a product will 

be safer th an  a com petin g product th at  does n ot carry th e sam e label. 

You’re willin g to accept th e risk because you  believe th e product h as m et 

som e stan dards an d h as been  cert ifi ed by a respected au th ority.

Un fortun ately, th e In tern et  is n ot th e sam e. Th ere are n eith er stan dards 

n or m an y cert ifi cation  organ ization s. An yon e wh o writes a program  can  

distribu te it  th rough  an y m ean s available, such  as th rough  th e web or by 

sen din g you  a copy. Speakin g of th at , h ave you  ever received a CD-ROM 

in  th e m ail? How do you  kn ow th at  it  con tain s wh at th e label says? Th e 

an swer is: you  don ’t  kn ow. More im portan tly, it’s d iffi cu lt  to kn ow.

No m atter h ow you  acquire a program , it  run s on  your com puter at  th e 

m ercy of th e program ’s au th or. An yth in g, an y operation , an y task th at  

you  can  do, th is program  can  also do. If you’re allowed to rem ove an y 

fi le, th e program  can  too. If you  can  sen d em ail, th e program  can  too. 

If you  can  in stall or rem ove a program , th e program  can  too. An yth in g 

you  can  do, th e in truder can  do also, th rough  th e program  you’ve just  

in stalled  an d run .
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Som etim es th ere’s n o explan ation  of wh at a program  is supposed to do 

or wh at it  actually does. Th ere m ay be n o user’s gu ide. Th ere m ay be 

n o way to con tact  th e au th or. You’re on  your own , tryin g to weigh  a 

program ’s ben efi ts again st  th e risk of th e h arm  th at  it  m igh t cause.

Wh at’s th e problem  you’re tryin g to solve h ere? You are tryin g to 

determ in e if th e program  you’ve just  foun d satisfi es your n eeds (say it  

provides a service th at  you  wan t or you’re just  experim en tin g) with out 

causin g h arm  to your com puter an d u lt im ately th e in form ation  you  h ave 

on  th e com puter. How do you  decide if a program  is wh at it  says it  

is? How do you  gauge th e risk to you  an d your com puter by run n in g 

th is program ?

You address th ese sam e risk issues wh en  you  purch ase an  applian ce; 

you  m ay just  n ot h ave realized th at  th at’s wh at you  were doin g. Wh en  

you  m ake th at  purch ase, you  buy from  eith er a local store you  kn ow or 

a n ation al ch ain  with  an  establish ed reputation . If th ere’s a problem  with  

your purch ase, you  can  take it  back to th e store an d exch an ge it  or get  

your m on ey back. If it  causes you  h arm , you  can  seek relief th rough  th e 

legal system . Th e reputation  of th e m erch an t, th e refun d/ return  policy, 

an d th e availability of th e legal system  reduce your risk to a poin t  wh ere 

you  m ake th e purch ase.

Apply th ese sam e practices wh en  you  buy a program . You sh ould

•  Learn as m uch  as you  can  about th e product an d wh at it  does 

before you  purch ase it .

•  Understand th e refun d/ return  policy before you  m ake your 

purch ase.

•  Buy from  a local store th at  you  already kn ow or a n ation al 

ch ain  with  an  establish ed reputation .

Presen tly, it  is n ot  as clear wh at th e legal system ’s role is for a program  

th at  causes h arm  or does n ot work as advertised. In  th e m ean tim e, th e 

LUB practices are a good fi rst  step .

Today’s In tern et  h as a feature th at  stan dard products don ’t  h ave, or 

at  least  h ave but to a lesser exten t. Th is feature is free program s. Th ere 

is a m ultitude of free program s available for all types of system s, with  

m ore available each  day. Th e ch allen ge is to decide wh ich  program s 

deserve your con fi den ce an d are, th erefore, worth  th e risk of in stallin g 

an d run n in g on  your h om e com puter.

So th en , h ow do you  decide if a program  is worth  it? To decide if 

you  sh ould  in stall an d run  a program  on  your h om e com puter, follow 

th ese steps:
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1. Th e Do test : Wh at does th e program  do? You sh ould  be able 

to read a clear descrip tion  of wh at th e program  does. Th is 

descrip tion  could  be on  th e web site wh ere you  can  down load it  

or on  th e CD-ROM you use to in stall it . You n eed to realize th at  

if th e program  was writ ten  with  m alicious in ten t , th e au th or/

in truder isn ’t  goin g to tell you  th at  th e program  will h arm  your 

system . Th ey will probably try to m islead you . So, learn  wh at 

you  can , bu t con sider th e source an d con sider wh eth er you  can  

trust  th at  in form ation .

2. Th e Changes test : Wh at fi les are in stalled  an d wh at oth er 

ch an ges are m ade on  your system  wh en  you  in stall an d run  th e 

program ? Again , to do th is test , you  m ay h ave to ask th e au th or/

in truder h ow th eir program  ch an ges your system . Con sider th e 

source.

3. Th e Author test : Wh o is th e au th or? (Can  you  use em ail, 

teleph on e, let ter, or som e oth er m ean s to con tact  th em ?) On ce 

you  get  th is in form ation , use it  to try to con tact  th em  to verify 

th at  th e con tact  in form ation  works. Your in teraction s with  th em  

m ay give you  m ore clues about th e program  an d its poten tial 

effects on  your com puter an d you .

4. Th e Learn test : Has an ybody else used th is program , an d wh at 

can  you  learn  from  h im  or h er? Try som e In tern et  search es usin g 

your web browser. Som ebody h as probably used th is program  

before you , so learn  wh at you  can  before you  in stall it .

If you  can ’t  determ in e th ese th in gs – th e DCAL tests for sh ort  – about 

th e program  you’d like to in stall, th en  stron gly con sider wh eth er it’s 

worth  th e risk. On ly you  can  decide wh at’s best . Wh atever you  do, be 

prepared to rebuild  your com puter from  scratch  in  case th e program  goes 

awry an d destroys it . Th e section  on  backups (Task 5) tells you  h ow to 

m ake a copy of your im portan t  in form ation  sh ould  you  n eed it .

Your an ti-virus program  preven ts som e of th e problem s caused by 

down loadin g an d in stallin g program s. However, you  n eed to rem em ber 

th at  th ere’s a lag between  recogn izin g a virus an d wh en  your com puter 

also kn ows about it . Even  if th at  n ifty program  you’ve just  down loaded 

doesn ’t  con tain  a virus, it  m ay beh ave in  an  un expected way. You sh ould  

con tin ue to exercise care an d do your h om ework wh en  down loadin g, 

in stallin g, an d run n in g n ew program s. 

Task 8 - Install and Use a Hardware Firewall

Com plem en t your fi rewall program  by in stallin g a h ardware fi rewall. 

Togeth er, th ese two fi rewalls stan d between  your h om e com puter an d 

th e In tern et . Th is is an oth er p lace wh ere your m on ey is well spen t. 
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Please go to Task 4, Install and Use a Firewall Program , to learn  m ore 

about fi rewalls. Th at section  con cen trates prim arily on  fi rewall program s, 

bu t m uch  of th e in form ation  applies to h ardware fi rewalls as well. 

To fi n d out wh at h ardware fi rewall products are available, search  th e 

In tern et  with  your web browser.

Task 9 - Install and Use a File Encrypt ion Program and 
Access Cont rols

Let’s return  to your livin g space an d our origin al an alogy. Th in k about 

your ch eckbook, your in suran ce policies, perh aps your birth  cert ifi cate or 

passport , an d oth er im portan t  docum en ts you  h ave at  h om e. Wh ere are 

th ey? Th ey’re probably stored in  a fi lin g cabin et  or a safe, eith er of wh ich  

th at  can  be or is rou tin ely locked. Wh y do you  store th ese im portan t  

item s in  a locked con tain er? 

With out realizin g it , you  are satisfyin g on e of th e th ree com pon en ts 

of in form ation  security – con fi den tiality. Con fi den tiality m ean s keepin g 

secrets secret . On ly th ose wh o are supposed to see th at  in form ation  

sh ould  h ave access to it . You are keepin g in form ation  sen sit ive to you  

an d oth ers away from  th ose wh o sh ould  n ot be able to get  to it , for 

exam ple a fam ily m em ber or an  in truder. By th e way, th e oth er two 

com pon en ts of in form ation  security are in tegrity (Has m y in form ation  

ch an ged?) an d availability (Can  I get  to m y in form ation  wh en ever I 

n eed it?).

You furth er protect  in form ation  con fi den tiality wh en  you  en force it  by 

usin g an  access con trol device, n am ely th e lock on  your fi lin g cabin et  

or safe. Th is device stan ds between  th e in form ation  an d th ose seekin g 

access, an d it  gran ts access to all wh o h ave th e com bin ation , th e key, 

or wh atever tool un locks th e con tain er. Wh en  several layers of access 

con trol devices are used (called  “defen se in  depth ”) – you  m igh t also 

fi n d th at  th ese con tain ers are th em selves in  locked room s. Would-be 

in truders m ust pass th rough  several levels of protection  before fi n ally 

gain in g access to th e in form ation  th ey seek.

Now, th in k back to your h om e com puter. Th e problem  is to con trol 

access to fi les an d folders. Th e access con trol device h ere is th e access 

con trol list  or ACL. ACLs defi n e wh o can  perform  action s on  a fi le or 

folder: readin g an d writ in g, for exam ple. ACLs are equivalen t to a locked 

fi lin g cabin et  for paper docum en ts.

Differen t com puter system s provide differen t types of ACLs. Som e h ave 

fi n e-grain ed con trols wh ile oth ers h ave virtually n on e. Th e key is to use 

all th e con trols th at  are available on  your com puter.
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Frequen tly, ven dors defi n e ACLs th at  are overly perm issive. Th is 

satisfi es th eir n eed to en sure th at  access lim itation s don ’t  get  in  th e way 

of usin g th eir system s. Your ch allen ge is to t igh ten  th ose ACLs so th at  

th ey properly restrict  access to on ly th ose wh o n eed access. Th is m ean s 

th at  you  n eed to m odify th e ACLs from  th e sett in gs set  by th e ven dor. 

We’ll talk m ore about h ow to do th is sh ortly.

Return in g to th e h om e en viron m en t, do you  rem em ber a t im e wh en  

adults in  your h ouse wan ted to say som eth in g to on e an oth er in  fron t of 

th eir ch ildren  but in  such  a way th at  th e ch ildren  couldn ’t  un derstan d 

wh at was bein g said? Perh aps th ey spelled  th eir m essage or used Pig Latin  

(ig-pay Atin -lay) to con ceal th e m ean in g. Th is worked for a wh ile, un til 

th e ch ildren  learn ed to spell or could  oth erwise un derstan d wh at was 

bein g said . Wh at’s really h appen in g h ere?

Very sim ply, th e adults could  n ot con trol wh o could  h ear th eir 

con versation . It  was in con ven ien t or perh aps im possible for th em  to go 

to an oth er room  wh ere th ey couldn ’t  be h eard . Th ey h ad to talk in  a 

way th at  on ly th ose wh o kn ew th e con cealin g sch em e could  un derstan d 

wh at was bein g said .

On  a com puter, wh en  access to in form ation  can ’t  be lim ited, such  

for an  e-com m erce tran saction  over th e In tern et , th at  in form ation  is 

con cealed th rough  a m ath em atical process called  en cryption . En cryption  

tran sform s in form ation  from  on e form  (readable text) to an oth er 

(en crypted text). Its in ten t  is to h ide in form ation  from  th ose wh o h ave 

n eith er th e tran sform ation  m eth od n or th e part icu lars (th e decryption  

keys) to tran sform  th e en crypted text  in to readable text . Th e en crypted 

text  appears to be gibberish  an d rem ain s so for people wh o don ’t  h ave 

th e sch em e an d th e keys.

Back on  th e h om e fron t, th e ch ildren  even tually learn ed h ow to spell 

an d perh aps also learn ed th e trick to usin g Pig Latin . Th ey can  n ow 

un derstan d th e con versation s th e adults are h avin g. Wh ile th ey could  

also un derstan d th e con versation s h eld  weeks, m on th s, or even  years 

before, th e in form ation  in  th ose con versation s is n o lon ger im portan t . 

Th e en cryption  sch em e – spellin g or Pig Latin  – is stron g en ough  to 

guard th e in form ation  durin g its usefu l lifet im e.

Com puter-based en cryption  sch em es m ust also with stan d th e test  of 

t im e. For exam ple, if a credit  card  en cryption  sch em e n eeds six m on th s 

of com puter t im e to break, th e resu lt in g clear text  credit  card  n um ber 

is probably st ill valid  an d, th erefore, usefu l to an  in truder. In  th is case, 

th e en cryption  sch em e isn ’t  stron g en ough  to guard th e in form ation  for 

its en tire usefu l lifet im e.
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So, to guard paper or com puter fi les, you  n eed to lim it  wh o h as access 

to th em  by usin g th e access con trol devices, wh eth er fi lin g cabin ets an d 

safes for paper or access con trol lists for in form ation  on  a com puter 

system . For assets wh ose access can n ot be suffi cien tly lim ited, you  n eed 

to en crypt th em  stron gly en ough  so th at  th e t im e it  takes to decrypt 

th em  is lon ger th an  th eir usefu l life.

Now, wh at can  you  do? 

First , if m ore th an  on e person  uses your com puter, you  can  adjust  th e 

ACLs th at  con trol access to sen sit ive fi les an d folders. Your goal is to 

allow th e correct  type of access to th e fi les an d folders th at  each  user 

n eeds, an d n oth in g m ore. Th e steps below h elp  you  to decide h ow to 

adjust  th e ACLs for fi les an d folders:

1. Th e W ho test : Wh o – wh ich  users – n eed access to fi les besides 

you?

2. Th e Access test : Wh at type of access do th ey n eed? Read? 

Write?

3. Th e Files/ Folders test : Wh ich  fi les an d folders n eed special 

access? Just  like your fi rewall ru les, your gen eral policy sh ould  be 

to lim it  access to on ly you  fi rst , an d th en  gran t access beyon d 

th at  wh ere n eeded.

By applyin g th e WAF tests, you  can  lim it  access to sen sit ive fi les on  

your com puter to on ly th ose wh o n eed it .

Sett in g proper ACLs is n ot a trivial task. Be prepared to repeat  it  a few 

tim es un til you  get  it  righ t  for th e way your com puter is used. It’s worth  

th e t im e spen t, bu t  kn ow th at  it  m ay take lon ger th an  you  expect.

For very sen sit ive fi les an d for fi les th at  are on  a laptop, don ’t  rely solely 

on  fi le an d folder ACLs. You n eed to go furth er an d use en cryption . 

Som e ven dors provide en cryption  with  th eir system s righ t from  th e 

start . Th is m ean s th at  all you  h ave to do is follow th e ven dor’s 

in struction s on  h ow to use th ose features, bu t  be certain  to use th em .

On  system s wh ere en cryption  is n ot in cluded, you  n eed to in stall 

addit ion al en cryption  program s. For en cryption  program s th at  you  

down load from  th e In tern et , be sure to follow th e in struction s in  Task 

7, Use Care W hen Downloading and Installing Program s. Also follow th e 

in struction s in  Task 6, Use Strong Passwords, for addit ion al gu idan ce on  

passwords required by en cryption  program s.
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Th ere are free an d com m ercial en cryption  program s, an d in  m ost 

cases, th e free version s suffi ce. However, com m ercial program s m ay 

provide m ore features an d m ay keep up better with  n ewer an d, th erefore, 

stron ger en cryption  m eth ods. If you  rely on  a laptop com puter, you  

sh ould  con sider purch asin g a com m ercial fi le en cryption  program s. 

Wh eth er paper fi les aroun d your livin g space or fi les an d folders on  

your com puter, lim it  access wh ere you  can . On  your com puter, use 

en cryption  program s eith er wh en  you  can ’t  restrict  access to th e exten t 

th at  you’d like or wh en  you  wan t even  m ore security protectin g your 

com puter fi les an d folders.

To see exam ples th at  sh ow h ow to use an  en cryption  program  

an d h ow to adjust  ACLs, see 

h ttp :/ /www.fedcirc.gov/h om eusers/Hom eCom puterSecurity/exam ples.h tm l
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Summary
Growin g up, you  learn  m an y of th e th in gs 

you  n eed to kn ow about h ow to operate an d 

care for a car by sit t in g in  th e back seat  

wh ile adults drive an d care for th eir veh icles. 

Sim ilarly, you  learn  m an y of th e th in gs you  

n eed to kn ow about h ow to care for an d 

m ain tain  a h om e by watch in g wh at is don e 

to th e on e wh ere you  live. It  is a slow, gradual 

process, so slow in  fact  you  are probably 

un aware th at  you  are learn in g th e skills you  

n eed to do th ese sam e jobs yourself.

You don ’t  h ave th at  sam e luxury of t im e to learn  h ow to care for an d 

operate your h om e com puter. Wh en  you  attach  it  to th e In tern et  for 

th e fi rst  t im e, it  in stan tly becom es a target  for in truders. You n eed to be 

ready righ t from  th e start .

As you grow up, you also learn  th at you n eed to spen d tim e an d m on ey to 

repair an d replace th ose th in gs aroun d your livin g space an d your car th at 

n eed your atten tion . You learn  th at you h ave to spen d m ore tim e an d m ore 

m on ey to tailor th em  to m eet your n eeds an d to keep you an d oth ers safe 

durin g th eir use. You accept th ese respon sibilities an d th eir costs as part of 

th e total cost of own ersh ip of th at car an d livin g space.

Your h om e com puter is m uch  th e sam e. Th ere is th e in it ial m on ey 

th at  you  pay to purch ase th at  system . Th en  th ere are addit ion al costs to 

tailor it  an d to keep you  an d th e oth ers wh o use your system  safe. Th ese 

addit ion al costs are also your respon sibility, an d th ey are part  of th e total 

cost  of own ersh ip  of your h om e com puter.

Th is pam ph let h elps you th in k about th e problem s you face wh en  you 

h ave a h om e com puter an d gives you advice on  h ow to address th ese 

problem s. On  th e web, th ere are ch ecklists an d worksh eets th at h elp you 

keep track of im portan t in form ation  about th e steps you take to secure your 

com puter, an d a list of addition al resources if you wan t to kn ow m ore.

Checklists:

http:/ /www.fedcirc.gov/homeusers/HomeComputerSecurity/ checklists/ checklist1-9.pdf

Addit ional Resources:

http:/ /www.fedcirc.gov/homeusers/HomeComputerSecurity/ index.html#resources
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By takin g th e t im e to read th is pam ph let , you  kn ow m ore about 

securin g your h om e com puter an d th e extra costs required to do th is job. 

Do th e tasks described h ere an d sh are th is pam ph let  with  your frien ds. 

We all ben efi t  from  a m ore secure In tern et .

End Notes
1 W here W izards Stay Up Late: The Origins of the Internet by Katie 

Hafn er an d Matth ew Lyon . ISBN: 0684832674. Read a review at  h ttp :/ /

www.m an tex.co.uk/ reviews/h afn er.h tm .

2 Th e Un derwriters Laboratories web site is h ttp :/ /www.ul.com /
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