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Virtual Private Networks

FEUP
MPR
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Type of VPNs

¢ Secure VPNs

» Built by customers
» Constructed using encryption
» PPP, PPTP, L2TP, IPSec

¢ Trusted VPNs
» Built by ISP, which provides and maintains the circuits integrity
» Layer 2 frames over MPLS, VLANs
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PPP —
Point-to-Point Protocol
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Point-to-Point Protocol

¢ PPP - The Point-to-Point Protocol
REC 1661, REC 2153

+ Method for transporting datagrams over point-to-point links

¢ 3 main components

» method for encapsulating multi-protocol datagrams
» LCP - Link Control Protocol

establishing, configuring, testing the data-link connection

» Family of NCP - Network Control Protocols

establishing, configuring different network-layer protocols

11111111—! !—11000000

Flag | Address| Control | Protocol | Data and padding | FCS Flag

1 byte 1byte 1byte 1 or 2 bytes Variable 2 or 4 bytes 1 byte

Flag: start/end of frame (01111110); Address: broadcast address; Protocol: protocol encapsulated




Transition States
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Drop carrier

@ Detect carrier

Fail Establishing
(link)
Terminating
(link) | Success
Fail
Authenticating
Finish
Networking Success
(exchanging data and control)
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LCP Packet in a Frame
1 byte 1 byte 2 bytes Variable

< Flag

LCP Code | ID Length | Information for some LLCP packets
packet
———— ——
Payload
Address| Control | Protocol (and padding) FCS | Flag

( coz21,4 )
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[LCP Packet and Codes

Code .

Ox Packet Type Descri ption

01 Confi gur e-request Contains the list of proposed options and their val ues
02 Confi gur e- ack Accepts all options proposed

03 Confi gur e- nak Announces that sone options are not acceptable

04 Confi gure-reject Announces that some options are not recognized

05 Ter m nat e- r equest Requests to shut down the line

06 Ter mi nat e- ack Accepts the shut down request

07 Code-rej ect Announces an unknown code

08 Prot ocol -rej ect Announces an unknown pr ot ocol

09 Echo-request A type of hello nessage to check if the other end is alive
0A Echo-reply The response to the echo-request nessage

0B Di scard-request A request to discard the packet
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Some Options and Their Values

Option Exanpl e Val ues

Maxi mum recei ve unit 1500

Aut henti cati on protocol None,

PAP, CHAP




PAP — Password Authentication

Protocol
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Point-to-point physical link

Authenticate-request packet

User name and password

Authenticate-ack or authenticate-nak packet

Accept or reject

Poor Security: Usernames and Passwords sent in the clear
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PAP packets
i 1 byte 1byte 2 bytes 1 byte Variable 1 byte Variable i
| Authenticate- Code: 1| 1D | Length User name User name Password Password |
! request length length :
l 1 byte 1byte 2 bytes 1 byte Variable |
[ M l
. Authenticate-ack [Code: 2| 1D | Length l;ﬁ;?ﬁ’e User name :
i 1 byte 1 byte 2 bytes 1 byte Variable i
l Message :
i Authenticate-nak [Code: 3| 1D | Length 1;?;?}%9 User name i
Flag |Address| Control | Protocol ErpieTT FCS Flag
) (and padding)

( €023, )




Challenge Handshake Authenticatione u
Protocol (CHAP)

+ System computes hash of challenge message plus secret

¢ If equals the response message, authentication is successful

MD5

Point-to-point physical link

System

Challenge packet

———— Challenge value
Response packet
Response and name >
Success or failure packet
B w— Accept or reject
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CHAP packets
E 1 byte 1byte 2 bytes 1 byte Variable  Variable E
E Challenge | Code = ID Length Clilallenge SLEHE: Name :
: ength value !
E 1 byte 1byte 2bytes 1 byte Variable  Variable E
: Response | Code=2 | ID Length Response | Response Name E
: length value :
E 1 byte 1byte 2bytes Variable E
E Success | Code=3 | ID Length | Message E
E 1 byte 1byte 2bytes Variable E
E Failure | Code=4 | 1D Length | Message E
N S IO |~ ) Payload .
‘ Flag | Address| Control Pmi()(_()l il mitihar FCS Flag

( c223, )
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MS-CHAP Authentication

+ CHAP but with password as the secret

¢ Widely used allows password authentication

Challenge Message

Hash (Challenge Message + Password)

Server

IPCP Packet encapsulated in PPP,.. ..
Frame

1byte 1 byte 2 bytes Variable
pf;[: Code 1y} Length IPCP information
< Ilag |Address| Control lr"rotf}col (antfﬁl?l?ﬁn 2 FCS Flag
o)
Code | PCP Packet
01 Confi gur e-request
02 Confi gure-ack
03 Confi gur e- nak
04 Confi gure-reject
05 Ter mi nat e- r equest
06 Ter m nat e- ack
07 Code-rej ect
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Example

System

Link establishing Esta.b'llshmg
state
Al fE Authenticating
state
Network layer establishment I
Exchanging data Networking
at the network layer state
Network layer termination I
Link terminating e
state
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PPP Encryption

o IETF specifies DES and 3DES for PPP encryption

¢ Original PPP frame encrypted and placed in a new PPP frame
with plaintext headers

New PPP Trailer. New PPP Header.
Plaintext. Plaintext.

¢ Microsoft uses Microsoft Point-to-Point Encryption (MPPE)
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PPTP —
Point-to-Point Tunnelling
Protocol

PPTP - Point-to-Point Tunneling v .

Protocol

+ Point-to-Point Tunneling Protocol (PPTP) [RFC 2637]

» Mainly implemented and used by Microsoft

» Extension of PPP

» Tunneling of PPP datagrams over IP networks

¢ Use of 2 connections
» Control connection

» Tunnel connection

Direct connection between PC and RAS

IP Protocol 47 (GRE) Data Connection

I T

—a

RADIUS PPTP

Eee RAS | rcp port 1723
Corporate Supervisory
Site A Connection

(Vulnerable)

Remote
Corporate
PC




PPTP
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e Tunneling places de PPP frame in an IP packet

— Encryption and authentication possible, as in PPP

— GRE, Generic Routing Encapsulation for traffic tunneling

RFC 1701, RFC 2784

Encrypled
|

P
Feader

GRE
header

PPF
Freader

FPP payload
[IF datzagram, IPX datagram, MstBEL frame)

FFF frame

[
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L2TP —
Layer 2 Tunnelling
Protocol
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L2TP

Layer 2 Tunneling Protocol
« RFC 2661

P ue= LITP PER FPP payload
header | headsr | header | header (IF datagram, 1PX datagram , MetBEL frame)

No control channel

la FFF framea

LETF frame

UDF message

e User
— Makes dial-up/PPP to local acess concentrator
e Local phone calls

— Access concentrator redirects PPP frames to ISP via internet
e PPP/L2TP/UDP/IP frame from Access Concentrator to ISP
e Multiplexing of individual PPP sessions

Can be combined with IPSec




